Comprehensive Vulnerability
Management as a Service

Service Description and Details

Our comprehensive service
determines exploitability of
network and web application
vulnerabilities. We provide the
scanning, vulnerability assessment,
integrated threat contextualization,
business criticality, and risk
escalation of exposure to threats
actively being used in the wild.
This service allows your staff to
strictly focus on remediation
actions, while reducing and/or
eliminating the costs of scanning
licenses and threat intelligence
feeds used to correlate
vulnerability risk. From patch
recommendations to remediation
validation this solution allows
organizations to continuously
monitor their security risk posture
based on adversarial risk exposure
analysis from RiskSense.
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RiskSense - the industry’s only full spectrum risk-based vulnerability management and prioritization platform.

Features Gold

Vulnerability Scanning -

Network Select Quarterly or Monthly

RiskSense Risk-Based

Vulnerability Management
Platform

Vulnerability Validation and
False Positive Elimination

Threat-Based
Vulnerability Prioritization

* Prescriptive Remediation
Plans and Closed-Loop

Remediation Management Validation

Dedicated Security Analyst

Threat Hunting Impact
Reports

Web Application

Vulnerability Testing Optional Add-On Service

Penetration Testing Optional Add-On Service

Platinum

Monthly
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« Prescriptive Remediation Plans

and Closed-Loop Validation

+ Additional Remediation Support with

Custom Tracking and Reporting from
Discovery to Remediation Latency

+ Customization with Setup

and Orchestration of IT Ticketing
and Workflows

+ A Dedicated Expert Supporting the

Threat and Vulnerability Management
Lifecycle for your Organization

« Activities focus on Asset Discovery,

Integrations, and Pinpointing Internal
Issues that Contribute to Vulnerability
Exposure and Risk

« Continuous Analysis of Emerging

Threats and Changes to the Attack
Surface that are Predicted to Impact
the Organization

Optional Add-On Service

Optional Add-On Service
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Vulnerability Scanning — Network

Fully-managed vulnerability scanning that identifies
misconfigurations and vulnerabilities on internal
and/or external networks. This service provides
and manages the scanning tools ensuring the most
effective coverage and findings results. (Options
for Monthly or Quarterly scanning)

Vulnerability Validation and
False Positive Data Elimination

A RiskSense analyst provides validation of identified
critical scanner vulnerabilities and verifies false positives
reducing the noise and data overload that scanners often
contribute to vulnerability management.

Remediation Management

Prescriptive remediation planning, working with IT
trouble ticketing systems for assignment and
bi-directional data sharing. Vulnerability closure
upon manual or automated validation.

Threat Hunting Impact Reports

Obtain immediate alert reports into emerging threats
and prediction of impact before they are widely
available or detected by scanners. Customized analysis
is focused on the scope and risk to the organization.
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RiskSense Risk-Based

Vulnerability Management Platform

The benefit of this service is the ability to easily
access the RiskSense cloud-delivered platform to
quickly understand vulnerability exposure and risk.

IT and Security teams can take immediate action
based on the analyzed vulnerability findings and track
the remediation of prioritized vulnerabilities.

Threat-Based Vulnerability Prioritization

©— Analysis is focused on threat and vulnerability
exploitability across the ingested scan findings,
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showing vulnerability exposure in a single unified view.

Dedicated Security Analyst

A security expert with deep knowledge of
vulnerability management provides oversight and
tailored assistance in reducing the latency from
discovery to remediation validation, including
specialized reporting or analysis requests.

Optional Add-On Services

Expand the scope of risk visibility with the addition of
Web Application Vulnerability Testing or Penetration
Testing. Both include findings that are uploaded to the
RiskSense Vulnerability Management Platform for
prioritization and tracking of remediation activities.
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